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1. TEPMWHbI N COKPALLLEHWSA

Habop TroTOBbIX KMAaccoB, npoueayp, @YHKUWUIA, CTPYKTYP W KOHCTaHT,
npenocTaBnsaeMblX NpUNoXeHneMm (6UG6AMOTEKON, CEPBMCOM) MU OMepPaLMOHHON
CMUCTEMOI A1 UCMOJIb30BaHUA BO BHELWHMUX NPOrpaMMHbIX MPOAYKTaX.

KOMMbIOTEPHAA pacnpeneneHHas cMctemMa ans nonyyeHuns nHdopmaumm o oOMeHax.
Mcnonb3yetca pans nonyyeHus |P-agpeca no uMeHM XxocTa (KOMMbloTepa wau
YCTPOWCTBA), MOJyYeHUa UHbOpMaLuMM O MapwpyTmMsaumMuM noytel u  (Mnu)
06CNYXMBAKOLWMX Y31ax AN NPOTOKO/IOB B foMeHe (SRV-3anuchb).

Habop dainoB, B COCTaB KOTOPOro BXOAMT BCe HeobxoamMoe a4 3anycka u paboTbl
npunoxexnusa B O6nake Cloud.ru: OC, cpena BbINOMHEHUS U NMPUJIOXKEHUE, FOTOBOE
K pa3BepTbIBaHMIO.

XaKepckaa ataka Ha BblYMCUTENbHble CUMCTeMbl McnonHuTens unu 3akas3umka C
Lenblo OOBECTM MX OO0 OTKas3a, TO eCTb CO3[aHMe TaKuX YC/IOBUM, NMPU KOTOPbIX
[o6pocoBecTHble NOMb30BaTeNM CUCTEMbI  He CMOryT nonyuntb poctyn K
npenocrtasndeMblM CUCTEMHbBIM pecypcam, nméo 3ToT [octyn 6y,u.eT 3aTpyaoHEeH.

CeTeBOM MPOTOKOJ, MO3BOJMAKWMA y31aM aBTOMATUYeCKM nosyyatb IP-agpec u
npyrve napameTpbl, Heo6xoauMmble ansa paboTbl B CETU.

ceTeBOM KOMMNOHEHT Enterprise, aBnseTcsa ocHoBoM cetel obnaka. OH no3Bonser
C03[0aBaTb BHYTPEHHUE CETU, M NMOJKNYATBCA K BHELWHUM, UCNONb3YSa MyBAMUYHbIN
IP-agpec. Takxe OH no3Bonser HacTtpamsaTtb Firewall, NAT u IPSec VPN, Load
Balancing u T. a. W3HayanbHO B KaxgoMm BuptyanbHoMm LIO[ co3paeTca oauviH
OoCHOBHOM Edge Gateway, KOTOpoMy NpucBanBaeTca Ny6auMyHbIi IP-agpec.

MEXXCETEBOW 3KpaH, MOoAdepXMBAeT HACTPOMKY MpaBui C oOnpefeneHuem:
BXogsuero n ucxogswero IP nnn gnana3oHa IP agpecos, BXOAALWEro U MCXoasaLWero
nopTa ¥ NPOTOKO/a Nepeaayn AaHHbIX.

rpapuyeckmMin npoueccop, OTINYAKWMIACA BbICOKON MPOU3BOOUTENBHOCTBIO B
paMKax peleHnsa MaTpMUYHO-BEKTOPHbIX onepaLuii 1 3apau.

pacwmpeHnue npotokona HTTP ansa noanepxku WndpoBaHMS B LIeNaX NOBbiLEHUS
6e30nacHoOCTU. [DaHHble B nportokone HTTPS nepepatoTcs nosepx
Kpuntorpaduyeckmnx npoTokonos TLS nnu yctapeswero B 2015 rogy - SSL.

ofHa U3 Mopeneh OBCNYKMBAHUA B 06J1aYHbIX BbIYUCIEHUAX, MO KOTOPOM
3aKasuMkaM nNpepocTaBnalTCA Mo Noanucke 6a3oBble  MHGOPMALMOHHO-
TEXHOJIOTMYECKME Pecypcbl (BMPTyanbHble CepBepbl M AOCTYN K BbAENEHHOM
BHYTPEHHEN  BUPTyanbHOM CeTW), MpefHa3HauyeHHble AOisg  pa3MelleHud
MHGbOPMALMOHHbBIX CUCTEM 3aKa34YMKOB.

MapLIpyTU3MPYeMblii MPOTOKO/ CETEBOMO YPOBHS.

BUPTyanbHas 4acTHas CeTb, MOCTPOEHHass C MWCNOMb30BaHWEM 3aLUULLEHHOrO
npotokona IP B COOTBETCTBUM CO CTaHOApPTOM IPSec.

YHUKanNbHbIA CETeBOM appec y3na B KOMMbKTEPHOM CETU, MOCTPOEHHOW Mo
nportokony IP.

NPOrpaMMHbIA NakeT C OTKPbITbIM UCXOAHbIM KOAOM, MO3BONAKWMA CO3AaBaTb U
06yy4yaTb anropuUTMbl MaIMHHOIO 0B6YYEHMA U TNYBOKUX HEMPOHHbBIX CeTel, a Takxe
MHTEPNPeTUPOBaTh U UCNOHATL KO A3biKa Python.

6anaHcMpoBLUMK Harpy3ku Edge Gateway, no3BOMAKWMI OPraHM30BaTb CEPBUC
BbICOKOM MAOCTYMHOCTM M oBecneuntb pacnpefeneHne Harpyskm BXOAALLEro
ceTeBoro Tpaduka Mex/y HECKONbKMMM CepBepamm.

MexaHun3M npeobpasoBaHuA agpecos B IP ceTax.

YCTPOWCTBA, B KOTOPbIX NPOBOAMTCA ry6oKas NpoBepKa NakeTos (BbixoaAawas 3a
paMKK NOPT/MPOTOKON), C BO3MOXHOCTbIO MHCNEKTUPOBAaTb 1 610KMPoBaTh Tpaduk
YPOBHA NPUAOXEHUS, BKOYaloLWMe B ceb BCTPOEHHbIe CUCTEMbl NPefoTBPalLeHUs
BTOPXKEHUI U UHTENNEKTyaNnbHyl0 06paboTKy Tpaduka Ha OCHOBE MHTerpaumm c
BHELHUMW CUCTEMaMU.
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Remote Desktop Protocol
(RDP)

Representational State
Transfer
(REST (RESTful) API)

SAS

SATA

Secure Shell (SSH)

Site-to-Site VPN
SSD

Tenant (TeHaHT)

TLS

vApp

Virtual Network
Computing
(VNC)

Virtual Private Network
(VPN)

Web Application Firewall
(WAF)

AKKayHT

baker

BuptyanbHas
UHppacTpyKkTypa

BuptyanbHass namsaTb
(VRAM)

BupTtyanbHoe anckoBoe
npoctpaHcTBo (VHDD)

BupTyanbHbii npoweccop
(vCPU)

BupTyanbHbii cepBep
(BuptyanbHasa MawuHa,
BM)

BupTyanbHbii LIeHTp
06paboTku [JaHHbIX
(BuptyanbHeii LLO/A,

BUOA)

BbigenneHHbI cepBep
(Bare metal)

nponpueTapHbIi NPOTOKON yAafieHHOro paboyero CTona MPUKIAAHOrO YPOBHSA,
pa3paboTaHHbI KoMnaHuen Microsoft.

APXUTEKTYPHbIA  CTUNb  B3aMMOOEWCTBMA  KOMMOHEHTOB  pacnpeneNieHHoro
npunoxeHua B cetn. REST npepctaBnsger co6oM COrnacoBaHHbI  Habop
OrpaHUYeHui, yYnTbiBaeMbIX NPY NPOEKTUPOBAHUN pacnpeneneHHon runepMeama-
CUCTEMBI.

npodub BUPTYaNbHOrO ANCKA C XapaKTEPUCTUKAMKU, COOTBETCTBYHOLLUMU XKECTKUM
onckaMm cepumn SAS 10000 (LUnuHAaenbHble XXECTKUe AUCKKU, uMetowme pabouyto
CKOPOCTb BpalleHns aucka He MmeHee 10000 060pOTOB B MUHYTY).

npodunb BUPTYaANbHOrO AMCKA C XapaKTEPUCTUKAMM, COOTBETCTBYOLLMMU XKECTKUM
onckam cepum SATA 7200 (LUNuHAenbHble XeCTKUMe QUCKU, uMmerlwme paboyyto
CKOPOCTb BpalleHna aucka He meHee 7200 060pOTOB B MUHYTY).

CeTeBOM MPOTOKON MPUKNAAHOr0 YPOBHSA, NO3BONAOLWMIA NPOU3BOAUTD YAA/IEHHOE
ynpaB/fieHMe onepauuoHHOM CUCTEMOM W TyHHenupoBaHue TCP-coeauHeHUn
(HanpuMep, ana nepegayn Gannos).

nogaepkka cosgaHmsa IPSec VPN TyHHenen Mexay yaaneHHbIMU Naowaakamm.

npodunb BUPTYanbHOro AUCKA, C XapaKTePUCTUKAMKU, COOTBETCTBYIOWMMN AUCKAM
cepum SSD (TBepaoTenbHble AUCKN).

yacTtb BLOL, npepoctaBnsemMas 3aka3ymKy Ha BpeMs rnosib3oBaHusa Ycnyramu.

KpunTorpaguyeckuii NpoToko, o6ecneynBatoLLmMii 3alMULLEHHYIO Nepeaady AaHHbIX
MeXay y3namu B cetTu MIHTepHerT.

normyeckoe ob6beanHeHne BUPTYalibHbIX MallKH, NO3BONAKOWME rpynnmMpoBaTb Ux
Nno Ha3Ha4YeHUIo N ynpaBadaTb MU KaK eAuHbIM LeNbiM.

cucTeMa ypaneHHoro goctyna K pabouyemy CTony KOMMbOTEpa, MCMOMb3yloLas
npotokon RFB.

0606LUeHHOe Ha3BaHMe TEeXHONOrn, no3BonArWmUx obecneyntb OAHO WU
HECKOJ/IbKO 3alMLIEHHbIX CETEBbIX COEAMHEHUN (3ALLUMLLEHHYIO JTOTMYECKYIO CEeTb)
noBepx Apyron cetn (oanee — BUpPTyasbHasa yacTHasa CeTb).

COBOKYMHOCTb MOHUTOPOB M (GUNbTPOB, NMpPeAHa3HAUYeHHbIX A1 OGHAPYXXEHUS U
6/10KMPOBaHNA CeTeBbIX aTak HA BeB-NPUNOXEHNUe.

XpaHuMmaa B cucteMe WCNonHUTeNss COBOKYMHOCTb [AaHHbIX WM HACcTpoeK Aana
obecrneyeHnsa  3aKasuyMka  BO3MOXHOCTbK  YMpaBnAATb  KOJWYECTBOM U
dyHKUMOHANOM  noTpebnsaeMblx  YCnyr. AKKayHT no3Bonsdetr o6ecneyutb
KOPPEKTHOE B3auMoAencTBMe 3akasumka co Cryxxb6amum TexHUYecKom Noamep)Kku
McnonHutens.

nornyeckad CyuwHoCTb, npegHa3Ha4dYeHHada onga opraHn3aunm XpaHeHuda 06beKToB.
MmeeT cBOM HabOp MeTagaHHbIX M MONIUTUKU XPAaHEHUSA OOBEKTOB.

BUPTYanbHbI  @Hanor  TPagMUMOHHOMN
peanu3oBaHHbIn B O6nake Cloud.ru

NT-uHPpacTpyKTypbl  OpraHmMsauuu,

COBOKYMHOCTb 3HEPro3aBMCMMOM 4YaCTU CUCTEMbl KOMMbIOTEPHOW NaMAaATU, B
KOTOPOM BPEMEHHO XPaHATCSA AaHHble U KOMaHAbl, He0BX0aMMble NPoLEeccopy Ans
BbIMOJIHEHWS UM OMnepaunn, MMeLWwaa BO3IMOXHOCTb paboTatb B M30/IMPOBAHHOMN
npyr ot apyra cpeae.

YXECTKMUI OUCK BUPTYanbHOM MalWHbl, 6/104HOE YCTPOMCTBO.

4acTb NPOLECCOPHOM MOLWHOCTU MHMPACTPYKTYpPbI, BblAENAEMO A8 BUPTYarbHOM
MallUUHbI.

BUPTYanbHbI aHanor @u3n4yeckoro cepeepa, ABNAKOWMACS COBOKYMHOCTbIO
BUPTYaNM3MPOBAHHbBIX BblYMCINTENbHBIX MOLHOCTENM MpoLeccopa, OnepaTUBHOM
namsaTh, OMCKOBOrO MPOCTPAHCTBA M CeTW, OObEeAMHEHHbIMM B NOFMYECKYK U
ABTOHOMHYIO AYENKY.

COBOKYMHOCTb pecypcoB (mpoueccopa, OnepatMBHOW NaMATU, [OMCKOBOro
NPOCTPaHCTBa, CeTei), MNPefoCTaBleHHbIX B MOMb30BaHWE 3aKasuuky W
NPefHasHayYeHHbIX A9 CO3AaHUSA M GYHKLUMOHMPOBAHMSA OLHOr0 WAW rpynnbl
BUPTYyasbHbIX CEPBEPOB.

busnuecknin  cepeep, MpUHapIexalmi MCNoNHUTENO, Pecypcbl  KOTOPOro
NPefoCTaBAAOTCA B PaCnopsa)KeHue 3aKa3umky.
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BbifgenieHHbIV cepBep
roToBOM KOHpuUrypauymm
3onoTtou 0obpa3

UHpopmaymoHHasa
6e30nMacHoCTb
(11b)

Knacrtep

KOHTeHT

MawwunHHoe u rny6okoe
obyyeHne

Hoaga (y3en cetu, node)

0O6bekT

O6bEeKTHOE XPaHunLLe

O6bekTHoe xpaHunuue S3

OpraHun3aums

ocC
ro

Monntuka

Mosib3oBartesb

My6nunyHbi IP agpec
(Public IP)

Penosutopuii

Ponu lNonb3oBarens niuv
Posib

Cucrema XpaHeHus

HaHHbix (CXO)

TeMHas onTuka

Tpagpuk

YyeTHbie faHHble

Bbl[lE/1IEHHbIV CEpBepP, 3apaHee NOArOTOBMEHHbIN U AOCTYMHbIN K 3aKa3y.

BUpPTyanbHaa MalKnHa, KOTOPYKD MOXHO WUCNONb30BaTb B KayecCTBe 3TaJIOHHOro
wabnoHa ansa co3paHma BUPTYanbHbIX MaLWH.

KOMM/ieKC Mep no obecneyeHunto KOHOUAEHUMANBHOCTH,
LOCTYNMHOCTU MHbOPMaLMK.

LeNnoCTHOCTn U

rpynna WT-o6opynoBaHns, O6bEAMHEHHOrO BbICOKOCKOPOCTHBLIMU KaHanamm
CBA3W, NPeOCTaBnsAllWas C TOYKM 3PEHUs MoNb30BaTensd eOMHbIA annapaTtHbIi
pecypc.

nbaa wuHGopMaumsa, [aHHble, BblpaXX€HHble B  KakKoM-1n6o

06beKTMBHON hopMe.

martepuansl,

Habop MaTeMaTMYyeCcKMX W MPOrpaMMHbIX aifOPUTMOB WM CTPYKTYP AAHHbIX,
XapaKTePHOM YepToM KOTOPbIX AB/ISIETCA HE NPAMOE pelleHne 3aaadm, a obydyeHue
B Npouecce NPUMEHEHUS PELEHNI MHOXECTBA CXOAHbIX 3a4au.

YCTPOWMCTBO, COEAMHEHHOE C APYrMMU YCTPOMCTBAMM KaK 4aCTb KOMMbITEPHOWM
cetu.

egMHULA XpaHeHus. B kauecTBe 06beKTa MOXET BbICTyNaTb 1t060M HAabop AaHHbIX:
dannbl, MacCcMBbI JaHHbIX, PE3EPBHbIE KOMUKU U TaK Janee.

CMUCTEMA XPaAHEHWA OAaHHbIX, KOTOpAas ynpaBiseT faHHbIMM B Buae 06bekToB. Bce
06bEKTbl XPAHATCA BHYTPU OAHOrO WM HECKONbKMX GaKeToB. BMecTe C AaHHbIMU
XPaHATCA MeTafaHHble, KOTOpble MOTYT OMUCbIBaTb Pa3/IMYHbIe XapaKTEPUCTUKMU
06bekTa, HO 06a3aTeNbHbIM ABNSIETCSA TOJIbKO UMSA 06bEKTa, KOTOPOe 3aJaeTcs Npu
co3pgaHuMM  obbekta. [OMMMO CTaHOAPTHbLIX oOnepauuit  Hapg oGbekTamuy,
npumMeHaeMbiM K 06bl4HbIM  (dannaM (cos3gaHue, YyaaneHue, KOMMpoBaHue),
06bEKTHOE XPAHWU/IMLLE NMO3BOMAET TAKXKE BbINOSHATL M ApYrve onepauumu: XpaHuTb
HECKO/IbKO BepCuit 06bEKTOB C OAMHAKOBLIM UMEHEM, OMpPEeAenaTb BPEMSA XU3HU,
onpenenaTb ypoBeHb AOCTyNa U MHOrFoe Apyroe.

06bEKTHOE XpaHUNLLE C Noaaep Ko npoTtokona AWS S3. Ycnyra peanv3oBaHa Ha
6a3e annapaTtHoO-NporpaMmMHon nnatdopmsl MicnonHutens.

M30NMPOBAHHOE MPOCTPAHCTBO 6a30BblX  MHGMOPMALMOHHO-TEXHOTOMMYECKUX
pPecypcoB, BKIKYAKLWMX BUPTYasibHble NPOLLECCOopPbl, MaMsATb U CETb, BblAE/TEHHbIX B
Nnonb30oBaHME KOHKPEeTHOMY 3aKa3uuky. B npegenax opHon «OpraHusaummy
3aKa34yuMK MMeeT BO3MOXXHOCTb CO34aHMs HeCKonbkmnx BLOL.

ornepaunoHHasa cucTeMa.
nporpaMMHoe obecrnevyeHune, nporpamMma ansa 3BM, MNMporpaMMHbIA NPOAYKT.

npaBuI0 UK HABop NPaBu, KOTOPbIE MO3BONAOT NPEAOCTABAATb Pa3HbIM rpynnam
Monb3oBaTtenen eguHbIn Habop NpasB NPU B3auMMoaenCTBUM C JINYHBIM KabUHETOM,
MHbIMW  CNOBaMK,  pacnpepenatb eauHoobpasHble Ponu  cpean  rpynn
Monb3oBaTenen.

MU0, OCYLWECTBASAKOLWEe HENOCPeACTBEHHOE B3anMoaencTene B JINYHOM KabuHeTe
OT UMEHU U B MHTEpecax 3aka3umka B COOTBETCTBMU C PONbIO UAK MNOJHOMOYUAMMU,
KOTOpbIMU Monb3oBaTens Hagenun 3akasyuuk ans agMMHUCTPUPOBaHUS YCNYTn.

afpec, HeoB6XOAMMbIM 3aKasuuKy ANA OpraHu3auumn CepBUCOB, AOCTYMHbLIX U3
ny6nMYHbIX CeTel MIHTepHeT, ana HacTPorKKn 1 obecnevyeHmns paboTocnoco6HOCTH
VPN-coeamHeHusa, ana obecneyeHus AOCTyna 3aka3umka K psagy crneumanbHbiX
CepBUCOB B CeTU NHTEPHET.

CX[, ons XpaHeHusa pe3epBHbIX KOMUN.

KOHEYHbI Habop MOIHOMOYMIA, KOTOpble MosnydyaeT MNonb3oBaTtenb Npu pa6oTe B
JInyHOM KabuHeTe.

KOMTM/IEKCHOEe MPOrpaMMHO-anmnapaTtHoe peweHne Mo OpraHM3auun HaOeXHoro
XpaHeHns WHOOPMALMOHHbLIX PECYpCOB UM MPEAOCTaBNEHUSA FapaHTUPOBAHHOro
[I0CTYNa K HUM.

Heucnonb3yemble [N nepefavyuM [aHHbIX  BOJIOKHA OMTMuyeckoro kabens,
NpokKnafblBaeMble B KayecTBe pe3epBa Ha C/lyvyal BbIXOAA U3 CTPOSi OCHOBHbIX
BOJIOKOH.

o6beM nHbopMaLmm, nepeaBaeMon Yepes KOMMbIOTEPHYIO CETb 33 ONpeaeneHHbIn
nepuopn BpemMmeHu. Konmuectso Tpaduka namepsaeTca Kak B naketax, Tak U B burax,
H6anTax U UX NPomn3BOAHbIX: Knnobant (Kb), merabant (Mb) u 1. 4.

YHUKa/lbHble UMSA (J'IOFI/IH) M Naponb Ana ocywecrtBieHna yaaleHHOro gocrtyna K
TInyHoMy Ka6I/IHETy B Uenax agMMHUCTPUPOBAHUA U ynpaBneHna ycnyroﬁ.
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3BM -  371eKTPOHHAas BblYUC/IUTEIbHASA MalUUHA.

2. BUAbl TAPUDUKALINN

OnucaHmMa MOryT NpeaycMaTpmuBaTth ceaylolme Buabl Tapudukaumn:
e Ctatnyeckasa Tapudukaumsa (Allocation);
e [unHaMunyeckana Tapudmkauma (Pay as you go).

CraTmyeckas Tapudukaumsa npegnonaraer onjaaty nyna pPecypcoB WM OMNUMK, YKa3aHHbIX npu
dopMupoBaHnUM 3akasa WIN BHECEHUM B HEro U3MeHeHWM BHEe 3aBUCMMOCTM OT UX (PaKTMYeCKoro
notpebneHnsa 3aKasuynKkom.

MeToamMKa pacyéToB MoTpebnsaeMbiXx NPOLECCOPHbIX PeCypcoB M OMepaTUBHOM NaMaTU npepnonaraet
onnaty BbiGpaHHbIX PecypcoB B COOTBETCTBUM C Tapudom.

MeToamMKa pacyéta noTpebnseMoro AUCKOBOro MPOCTPaHCTBA MpepnofiaraeT onnaTty 3a BbiGpaHHbIN
3aKa34yMKoM 06BbEM pecypcoB AUCKOBOMO NMPOCTPAHCTBRA.

OuHamMunyeckaa Tapudukaums:

e npegnonaraeT onnaTty nyna PecypcoB M OMuUUMA No MX (PaKTUYEeCKU noTpeb/ieHHOMY B TeuyeHue
OT4YeTHOro nepmona ob6bLemMy B COOTBETCTBMM C TapudomMm;

e  YKa3blBAETCA A1 COOTBETCTBYIOWMX PECYPCOB M ONuUMi Npu GOpMMPOBaHUN 3aKasa UM BHECEHUMU
B HEro M3MEHEHU;

e MNpMMEHsAEeTCA B MOYAacOBOM nopsake (M3 pacyeTa cToMMocTv 1 (ogHOro) yaca), HaumHas C nepsom
MWHYTbl MCNOMb30BaHUA. CTOPOHbI YCTaHOBWUAM, YTO Ana ynobCcTBa pacyeTOB HEMO/IHble 4achl
MCMNONb30BaHNA PECYPCOB, HauMHas C NepPBOM MUHYTbI, OKPYINAKTCA 40 NOMHOMO Yaca;

e MpUMeHAeTCHA B MOMUHYTHOM nopsanke (M3 pacyeTta ctomMocTn 1 (0gHOM) MUHYTbI), HAYMHAA C NepBOM
CeKyHObl Mcnonb3oBaHMsA. CTOPOHbI YCTAHOBUAM, UYTO ONA yAO6CTBA pacyeTOB HEMOJIHbIeE MUHYThLI
MCNONb30BaHNA PECYPCOB, HaYMHaA C MePBOM CEKYHAbI, OKPYrNATCA A0 MNOJIHOM MUHYTHI.

Ecnn B OnuMcaHMM OTCYTCTBYET YMOMMHaHWE KaKuUX-Mbo BWMAOB TapuduKauuu, TO MO YMOIYaHMIO
npuMeHaeTtca CTaTuyeckas Tapudukaums.

3. NOAKTHOYEHUE /f UBMEHEHUWE OBbEMA / OTKJTIOYEHUE

O6beM pecypcoB, LOCTYMHbIX AN 3akasa, OrpaHuyeH KBOTOW, onpepenseMon McnonHutenem. Ons
yBEeNMYEHMSA KBOTbI 3aKa3umK OOMKEH 06paTUTLCA B TEXHUYECKYIO MOAAEPXKY McnonHuTena no renedoHy
MW 3MIEKTPOHHOM NouTe, yKasaHHbIX Ha CanTe.

Mopknw4yeHne |/ OTKNKOYEHMe YCAYrM BbIMOMHAETCA MNOCPeacTBoM odopMneHua 3akas3a B JIMYHOM
KabuHeTe.

MoaoknoyeHne / uameHeHne ob6beMa / OTK/II0UYEHME PeCYPCoB B PpaMKax YCyru BbinonHsaeTcsa B KoHconm
yrnpasneHna 1 NpUpaBHUBaeTCa K 0popMIeHno 3aKkasa.

Tapudukauma BCTynaeT B CUY UM NPeKpallaeTca ¢ MoMeHTa odopMneHns 3akasa B JIMYHOM KabuHeTe
WNn coBepLieHns B KOHCONKU ynpaBieHns 0eiNCcTBUin, NnpMpaBHUBaeMbIX K 3aKasy.

4. NnoPANOK B3AUMOLOENCTBUA C NMUNYHLIM KABUHETOM U KY

BO3MOXHOCTb  ynpaBneHWsa noakyeHneM Ycayr nocpeactsoM  JIMYHOro kabuHeTa npsMmo
npegycMaTpmBaeTca B cooTBeTcTByoweM OnucaHun. MoTtpebneHne Ycnyr ADV, EVO ocyuwecTBnsaeTcsa
nocpencTsoM CcooTBeTCTBYHOWEN KY.

Mpouecc Perncrtpaumnmn / UaMeHeHus / yoaneHusa y4yeTHoOM 3anncu agMmMHUcTpaTopa B JINYHOM KabuHeTe:

e MOPSAOK perucTpauuMm HOBOrO Monb3oBatens: WCnonHWTenb CO30aeT  YYeTHYK  3anucb
Monb3oBatensa JInyHoro KabuHeTa. JINYHbIA KaBUHET HanpaBnaeT NMCbMO Ha e-mail Monb3oBaTens
CO CCbINIKOM aNns co3gaHua napons. MNonb3oBaTenb Nony4aeT NMCbMO, MPOXOAUT NO CCbiNIKe, Co3aaeT
naposb 1 aBTopusyeTca B JINUHOM KabuHeTe;

e MOPSAOK M3MeHeHMs napona B JIMYHOM KabuHeTe: [onb3oBaTenb aBTopu3yeTca B JIMYHOM
KabuHeTe, 3aXoOQuT B pasaen «YyeTHaa 3anncb» U MeHAeT Naponb;

e MOPSAOK ypaneHusa y4dyeTHOM 3anucu [Monb3oBatens B JIMYHOM KabuHeTe: npepycMoTpeHa
npouenypa 6/TOKMPOBKKN YYETHOM 3anmcK - AOMUHUCTPATOP opraHu3aummn (3akasvmk) aBTopusyeTca
B JINYHOM KabuHeTe, 3axXOQUT B pa3gen ynpasneHusa onb3oBaTensMm opraHu3sauumu, Bbibupaet
onumio  «[eakTuBupoBatb» [lonb3oBaTensa. [1eakKTMBMPOBaAHHbLIM [lofib30BaTeNb MpPW  MOMbITKE
aBTOpM3aLMKM nosydyaeT coobueHne «Account is disabled».

OnucaHne PYHKLUI 1 Npas, NpenocTaBngaeMbiXx agMUHUCTPATOPY 3aka3ymnka B JIMYHOM KabuHeTe:

e pnobasneHue / 6noknpoBka MNMonb3oBaTenein opraHMsaunmu;

e CO3[aHue [ u3MeHeHue rpynn (MPoeKToB);

e  MOOKIOYEeHMEe/M3MEHEHME KOHDUrypauum Ycnyr;

e MPOCMOTP OAHHbIX O PaCXOfax OpraHmM3aumm;
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4.2.2.

4.2.3.

4.2.4.
4.2.5.

4.3.

4.4.

4.5.

4.6.

4.7.

5.1.
5.1.1.

5.1.2.

5.2.

5.3.

e MpPocMOTP M GOPMUpPOBaHME AeTanmn3aunm notpebneHunsa Ycnyr opraHmsaumnu.

OnucaHMe npoLecca nepefayn / co3naHna Napona oT yY4eTHOW 3anncK agMMHUCTpaTopa:

e [lonb3oBaTeNb 3a4aeT Napo/ib CAMOCTOATENBHO;

e TpeboBaHMA K HACTPOMKE NapOo/IbHOM NOMUTUKM U3NOXKEHbI B TpeboBaHMAX KnbepbesonacHoCcTK ans
3aKa34YnMKoB-HU3NYECKUX NTNLL.

B cnyyae, ecnu MNonb3oBaTtesib yTpaTUA Naposb Ana AoCTyna K JIMYHOMY KabuHeTy (ToKeH, KoY SSH) unum

CKOMMNPOMETMPOBAn ero, ynosIHOMOYEHHOE NINMLO 3aKa3uymMka obpallaeTcs B TEXHMYECKYID MOOLEPXKKY

NcnonHutensa. TexHMYeckasa MOALEPXXKa 3anyckaeT npouenypy cbpoca [AaHHbIX YYeTHOW 3anucu

Monb3oBatena (Naposb, TOKEH, KoY SSH).

Monb3oBaTenb 0693aH CBOEBPEMEHHO OCYLLECTBNATb CMEHY Mapons.

3aKa34yMK CaMOCTOATENIbHO HECeT NOJIHYH OTBETCTBEHHOCTb 33 BCE HEraTMBHblE MOCNEACTBMSA, KOTOpble

BO3HMKNM (MOFYT BO3HMKHYTb) B pe3ynbTaTe HapyleHus onb3oBaTenemM TpeboBaHWN K HACTPOMKe

NaposibHOM NONMUTUKU UM HECBOEBPEMEHHOW CMeHbl Naporns.

Ona coBepweHna OencTBuin B KoHconu ynpasneHua [lonb3oBaTeNlb OCYLEeCTBAAEeT BXOA4 B JIMYHbLIN
KabuHeT NoCcpeacTBOM BBOAA NorkMHa v naponsa. O6beM npas Monb3oBatena ycTaHaBnIMBaeTca Ponblo.
3aKa3uymK noaTBep)KpaeT, YTo Nobble OeNcTBMA, coBeplleHHble Monb3oBatenemM B JINYHOM KabuHeTe /
KOHCONMM ynpasfeHusa, NpMpaBHMBaOTCA K AeNCTBMAM 3aka3umnka no Lorosopy.

Ponu TMMonb3oBaTtenen (NosHOMOYMA) 3akKas3uWK pacnpepensaeTr CamMoCcToATeNbHO (NOCPencTBOM
pacnpepeneHua Ponen MNonb3oBaTeneM-agMUHUCTPATOPOM). Mo ymonyaHuio Monb3oBaTtenn obnagatoT
npasamMu [lonb3oBaTensa-agMMHUCTPATOPa, T.e. BMpaBe OCYLeCTBNATb BecCb 06beM MNONHOMOYUN,
npenocTaB/ieHHbIM GYHKUMOHANOM JInyHoro KabuHeta / KY.

B cnyyae yTpaTtbl goctyna K JIMYHOMY KabuHeTy / KY gocTyn MoXeT 6biTb BOCCTAaHOBMIEH MOCPEeACcTBOM
obpalleHna B KOHTaKTHbIM LleHTp B nopsake, ycTaHoB/ieHHOM B O6uweM corfaweHun ob ypoBHe
npenocraBneHuns Ycnyr.

BanaHc 3akasumka oToBpar)kaeTcsa B COOTBETCTByKLleN rpade B JIMYHOM KabuHeTe. [Monb3oBaTeslb-
aAMUHUCTPATOP BMpaBe OrpaHUUYUTb BO3MOXHOCTb MHbIX [Monb3oBatenelt BMOETb OaHHble BanaHca.
O6beM OeHeXHbIX CpeacTs, yYnTbiBaeMbix McnonHuteneM Ha banaHce, MOXeT 6biTb OTOBpaXKeH B BMae
oTpuuaTenbHOM CyMMbl 3a Ycnyru, npepgnonaraktole noctonnaty. B 3aBUCMMOCTM OT OKa3biBaeMbIX
Ycnyr, Monb3oBaTeslb MOXeT 3anpocUTb MOCPEeAcTBOM JIMYHOro KabuHeTa OoT4yeT O noTpebnaeMbix
Ycnyrax 3a COOTBETCTBYHWOLWMM nepuod. CTOPOHbI YCTAaHOBWUMM, YTO YKa3aHHbIM OTYeT He dABnseTcd
OTYETHbIM OOKYMEHTOM, NM60 OOKYMEHTOM, Ha OCHOBaHMM KOTOporo CTOPOHbI BMpaBe OCYLLeCTBNATb
Kakue-nmbo B3aMMOpacyeTbl, MUCMO/Ib30BaTb TakKMe OTYeTbl O/ 0BOCHOBaHUA TPeboBaHUM, a TaKxXe
OCYLLECTBIEHUA MHbIX IOPUANYECKN 3HAUYMMbIX OeUCTBMIA. MHbOopMaLMa B OTYeTe HOCUMT CNpaBOYHbIN
XapakTep. B CBA3U C pa3/IMYHbIM MOPAAKOM OMpoca NporpaMMHOro obecnevyeHuns, OCYLLECTBNAKOLWErO
c6op nHbopMaumm ona GopMUpPoOBaHUA OTUYETa, MHPOPMALMA B TAKOM OTYETE MOXET BbiTb HETOUHOW.

Mpu HeobXxoOAMMOCTM 3aKas3umK BrpaBe HanpaBUTb MCMONHUTENIO 3anpoc Ha NpenocTtaBneHne emy
YXYPHaANoB COBbITUIM CBOEro TeHaHTa, B TOM yucne nor-gannos no UCMosib3oBaHU JInyHoro KabuHeTa
Monb3oBatensaMm 3akasuymka.

5. OPFAHU3AUMA NHOOPMALIMOHHOW BE3OMACHOCTM B OTHOLWEHWUW YCNYT

OnucaHmMa MOryT npegycMaTpmMBaTb Mepbl U CNocobbl:

KoTopble npuMeHsaeT WMcnonHuTenb, ANA 3awuTtbl MHopMaumu, O6naka Cloud.ru m cpencts ero
ynpaBneHus;

HanpaBfieHHble Ha BbIABIEHWE HEOOCTAaTKOB OpraHusauum cucteMbl MB O6naka Cloud.ru (ayguT,
TeCcTMpOBaHue, U T.4.).

B oTHOWweHWM npoueccoB / cepBucoB Mb OnucaHWa MOryT coaep)aTb MHGMOPMaLMIo, KacaroLlyrcs
pacnpepneneHnsa ponen, o6a3aHHOCTEM M OTBETCTBEHHOCTM B obnacth UB Mexay 3akasymkoMm U
McnonHutenem.

B paMkax okasaHua Ycnyr McnonHuTenb He npenocTtasaseT onumm MHOOPMMUPOBAHMA O BO3MOXHOCTAX
MapKMPOBKU M (MNK) KNnaccudbmukaumm MHGopMaumm / akTMBOB 3aKa3uymKa NyTeM HaMMeEHOBaHUa U (Mnun)
M3MeHeHua ee (MX) CBOMCTB. ECM 3TO NPMMEHMMO K KOHKPETHbIM Ycnyram, 3akasuuk MOXKeT
BOCMO/Ib30BATbCS BCTPOEHHbIMU BO3MOXHOCTAMM 0, B cnyyae npefocTaBieHms Takoro MO 3akasumnky
B paMKax OKasaHua YCnyr, 1 03HaKOMUTbCA C NPeAOoCTaB/IEHHbIMU UHCTPYKLUMAMKU OT npoussoguTenen
paHHoro Mo.
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