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MPUNOXEHWME N° 1.CRS.2.
K Oorosopy

OINMMCAHWME N YCITOBUA MPEOOCTABJIEHNA YCITYT

GALLMTA OT DDOS-ATAK (QRATOR)», «3ALLTA BEB-TNPUNOYKEHWM (QRATOR)»

1. ObWASA NHO®OPMALINA U ONMMNCAHUE YCNYT

Ycnyra «3awumTta ot DDoS-atak (Qrator)» — ycayra no 3aluTe OT aTaK 0TKasa B OBCNYXUBAHUU UK
DDoS-atak cepsucoB! 3akasumka, OOCTYMHbIX Mo npoTtokonamMm HTTP, HTTPS uav WUHbIM NPUKNAOHbIM
npOTOKOMaM, nogsepxeHHbiM DDoS-aTakam.

Ycnyra «3awmTta Beb-npunoxeHun (Qrator)» — ycnyra no punbtpaummn seb-Tpaduka ona 3alnTsl oT
aTak, HanpaB/ieHHbIX Ha 3KchayaTauuio yassumocte WEB-npunoxeHun (pyHkuma Web Application
Firewall, WAF). Ycnyra «3awuTta Beb6-npunoxeHui (Qrator)» npenoctaBnsdercd 3akasumKam TONbKO
COBMECTHO C ycnyron «3awuTa oT DDoS-aTak (Qrator)».

Ycnyrv npenocTaBnsanTca B coTpyaHuyectse ¢ OO0 «2nu-anb-3nb» (Qrator Labs, nanee - MapTHep).

Ycnyru npegoctaBnaTca Ha 6a3e obnayHoro peleHusa MapTHepa no 3awmte or DDoS-atak M aTak,
HamnpaB/IeHHbIX Ha 3KChayaTauuio yassuMocter WEB-NpUIoXeHWn, peanvMsoBaHHOro C MNOMOLLbHO
oTOoeNnbHON MHMPACTPYKTYpbl obnavyHon nnatdopMbl MNapTHepa, BKAYaKLUen 6onee OecAaTM LEHTPOB
06paboTku gaHHbIX (LLOO) no BceMy Mmupy, B ToM yucne Tpu LOMO B Poccum (nanee — O6nako MNapTHepa).
Cetb O6Gnaka [lapTHepa CAPOEeKTMPOBaHa M MNOCTPOEHa B pacyeTe Ha pPaboTy nog MNOCTOAHHbIM
Bo3gencTememM 6onbworo umcna DDoS-atak. Yanbl punbtpaumm O6naka MapTHepa NOAKMIIOUYEHbl K
KaHanaMm KpynHenwux MarnmctpanbHbiXx MHTepHeT-npoBanagepos CLUA, Poccun, 3anagHom U BocToyHoOM
EBponbl, KOro-BocTo4YHOM A3nn. TakmM 06pasoMm, B OTIMYME OT CETEN ONepaTopoB XOCTUHra (0CoBeHHO,
BUPTyanbHOro), cetb O6naka lMapTHepa CNPOEKTMPOBAHA B pacyeTe Ha 3KCTPeMalibHble HArpysku, U
aTaka? Ha OAMH 13 pecypcoB, 3awmwaemMbix O61akoM MapTHepa, HUKAK He BAMSAET Ha paboTocnocoBHOCTb
Opyrmx 3awmuiaembix pecypcoB (camtoB, WEB-npunoxenun). B pamkax Ycnyrm «3awmta Beb-
npunoxeHun» O6nako MapTHepa obecneymBaeT Kak npotTuBogencTeme DDoS-aTakaM, Tak M 3awWmTy OT
XaKepCKMX aTak, HanpaB/IeHHbIX Ha 3KCMyaTauuio ya3BMMOCTEN CEPBMCOB 3aKa3umkKa.

ycnyru no gpunbTpaumm TpaduKa 3ako4valoTca B 06bABNEHUN CEepPBEPOM UM BUPTYanbHOM MallMHOWN

3aKkasuunka dunbTpyowero Obnaka MapTtHepa NyTeM BHECEHMS COOTBETCTBYHOLMX 3anMcein B onnucaHue

DNS-30HbI, K KOTOPOM MPUHAANEXUT CEPBEP MW BMPTYasibHas MallMHA 3akasuymka. Ha GunbTpyowem

O6nake MapTHepa NPOMUCXOOMT MocnenoBaTe/ibHOE BbIMOMIHEHME CNeaylwWwmMx onepauui C OaHHbIMWU,

nepenasaeMbiMn Ha cepBep ¢ FQDN cepBepa 3akas4yuka:

. npuem nepepasaemMbix Ha FQDN cepBepa (MnvM BUPTyasibHOM MalWHbI) 3aka3uuka, Ha KOTOPOM
(PYHKLUMOHMPYIOT ero 3almiiaeMblii CepBuc, 3anpocos (NpueM Bxoaslero Tpaduka);

. aHanM3  CTPYKTypbl  3anpocoB  (aHanu3  BxopgdAwero Tpadwuka) Ha nNpeaMeT  Hanuuus
NoCNefoBaTeNIbHOCTEN  OaHHbIX, CMOCOBHbIX MOBMIeYb HEKOPPEKTHOe  (YHKLMOHUMpPOBaHME
3aWMLLIaeMOro cepamca 3aKasumka;

. oTCeyeHue 3anpocoB, copepXawmx MNoCNefoBaTeNlbHOCTM [OaHHbIX, Hapylwalwme KOppeKTHoe
PYHKLUMOHMPOBAHME 3allMLLAEMOro CcepBmca 3aka3umka (ouYMcTKa Bxogswero Tpaduka oT
BPEOOHOCHOW COCTaBNAOLWEN);

. nepeHanpaeneHne Bxogsawero TpaduKa, OYMLEHHOrO OT BPELOHOCHOW COCTaBNAKLWEN,
(nermTuMHoOro Tpadurka) Ha peanbHbi IP-agpec cepeepa MK BUPTYanbHOW MalKWHbl 3aKa3ymKa, Ha
KOTOPOM YHKLIMOHMPYET ero 3almaemMblii cepBucC.

Mocne nopgknwo4yeHua Ycnyru «3awmnTta Beb-npunoxeHun (Qrator)» Tpaduk 3akasdmka NOCTOAHHO, BHE
3aBMCUMMOCTM OT HaNM4Ma aTaku, nocTynaeT B ceTb ob61aKa MapTHepa 1 aHann3npyeTca UM. JIerMTUMHbIN
(«OUMLEHHBbINY) TpaduK MNepeHanpaBnaAeTCcs Ha 3alMLaeMbli CepBMC 3aKasuyMka, pasMellaemblii B
MHdpacTpykType. Takaa cxema paboTbl no3BondeT y3naM ¢uabTpaumm MapTHepa chopMUpPOBaTb
npodunb Tpaduka, KOTOPbLIA ABNAETCA HOPMOW O/ KaXAO0ro cepBMca 3aka3umMkKa B OTAENbHOCTU, U B
cny4dae nobbix OTKIOHEHM pearnpoBaTth Ha 3T0.

Mepepaya nermMTUMHOro (oyuueHHoro) Tpadmka oT O6bnaka [MNapTHepa [0 WHpacTpyKTypsl
OCYyLLEeCTBNSIETCA C WCMNONb30BaHWEM BbIOEIEHHONO OMNTUYECKOro KaHana CBsA3W, OPraHu3yemMoro wu
noanep>XXmMBaeMoro cunamum McnonHutensa n NaptHepa. YKa3aHHbIA KaHan U30MPOBaH OT ceTU MHTepHeT
M NOCTPOEH Ha Ba3e pe3epBMPOBAHHBLIX ONTUYECKMX TMHUIN CBS3W.

13pecb U fanee no TEKCTY AOKYMEHTa Nof «CepBMcaMu 3aka3unkar» noapasymeBatoTcs nobble cepBMChl, LOCTYMHbIE MO NPoToKoay HTTP, HTTPS
WU MHBbIM NPUKNaAHbIM NPOTOKO/AaM, NoABepKeHHbIM DDoS-aTakaM, B TOM YMCE, HO He orpaHuMunBasice WEB-canTtamMun, JOMEHHBIMU UMEHaMH,
VHTepHeT-Mara3nHamu u npounmmn WEB-cepBmncamm 3akasumka.

2 3pecb M panee No TEKCTY AOKYMEHTa Moj «aTtakaMu» nojpasyMmeBaeTtcs nobas u3 aTak, ykazaHHbix B n.1.1. u/ wan n. 1.2. MNMpuaoxeHusa Ne
1.CRS.2.1., ecnin KOHTEKCT He COLEPXUT MHOMo NPSAMO YKa3aHHOI0 3HAYEHUS.
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1.8. [Ona obecnedyeHns BO3MOXHOCTM paboTbl WAF B cocTaBe ycnyru «3awmTta Beb6-npunoxeHunnn (Qrator)»
HeobxoouMa nepepava M 3arpys3ka B O6nako [lMapTHepa 3aKpbiTbiXx K4ven wudpoBaHua SSL/TLS,
MCNOMb3yeMblX 3aKa3yuMKOM [/18 OpraHu3aumMu 3alMWeHHOro AocTyna K CepBMcaM 3aKasumka C
MCNonb3oBaHMEM npoTokona HTTPS.

1.9. O6uasa apxuTeKTypa peleHms YCayru npmBeaeHa Hmxe Ha Puc.1:

Mepepava xypHanos goctyna

ABTOMaTH4ecKoe (hopMUPOBaHMe CNUCKOB 5
Papuup Ha y3nbl o4McTkM AntiDDOS

[0CTyna Ha OCHOBE NOBeAeHYeCKOro aHanusa

OuMwieHHbIN TpadmK

Bupryansuui LIOf] Knwowra

HTTPS CEPBEP KIMEHTA

iili: SberCloud

BbineneHHbIN onTHYeckuin
KaHan cBssu

ili: SberCloud

Puc.1. Obuwas apxnTekTypa peLeHus Ycayru

1.10. B cocTtaBe Ycnyru «3awmTta ot DDoS-atak (Qrator)» ocyuwecTsnsaercas:

MOOK/OUYEHME K YyCNyre;

dunbuTpauma Tpadumka ot DDoS-atak Ha BCEX YPOBHSAX;

dunoTpaumna HTTPS-Tpaduka ot DDoS-atak Ha NMpUKNagHOM YPOBHE Mpu yCNOBUM NpenocTaBneHuns
(packpblTMA) 3aKa3uyMKOM 3aKpbITbIX Ktoden wudpoBaHmsa SSL/TLS ona wmx 3arpy3km B O6nako
MapTHepa;

nepeBo[ cepBuca 3aKasumKa Ha UCnonb3oBaHMe nNpoTokona HTTPS3 ¢ ncnonb3oBaHueM 6ecniaTHbIX
3aKpbITbIX Ko4Yen wndposaHma SSL/TLS oT Let’s Encrypt, 3arpy»aemMbix B O6s1ako MNapTHepa;
nepepava oyumweHHoro Tpadumka ot Ob6naka MapTHepa 4O pa3MewaeMoro y MNcnonHuTens cepeumca
3aKas4ymka C UCMOoNb30BaAHMEM BbIAENEHHOro ONTUYECKOro KaHana CBasu;

banaHcMpoBka Tpadwuka cepBMca 3akasumMka Mexnay y3namum O6naka [NapTHepa, a [fanee -
pacnpeneneHue Tpaduka Mexny cepsmcaMum 3akasumka, PyHKLUMOHMPYIOWNMMKU B HDpaCTpyKType, No
onpeneneHHoMy anropuTMmy;

MOHUTOPUHI MPOU3BOOUTENIBHOCTM 3alLMLLAEMOro CcepBuca 3aKasumka C OMoBeleHWeM no
3N1EKTPOHHOM NoYTe O BO3HMKaKLWMX NpobnemMax B ero paborte;

npefocTaBneHmMe [OCTyna K CUCTEME MOHUTOPUHra Tpadumka B pexume peasibHOro BPEMEHU
nocpencTsom JIMYHOro KabuHera;

cbop 1 oTobparkeHne NoapPoB6HOM CTAaTUCTUKKN NO TpadmKy cepBuca 3aKa3umka B JINYHOM KabuHeTe;
npenocTaB/ieHNE eXXeMecaYHbIX NoAPOBHbIX OTYETOB 06 MHUMAEHTax B dopmaTte PDF.

1.10.1. [Ona nogknwo4eHua Ycnyru «3awmta oT DDoS-atak (Qrator)» 3aka3umK goMKeH BbibpaTb TapUdHbIM NnaH
Ha OCHOBaHWM npenanonaraeMom MNONOCbl BPEAOHOCHOro TpadwmKa, rapaHTUPOBAHHOM [OCTYMHOCTU
3aLUMLLLAEMbIX CEPBUCOB U HEOBXOAMMOM LOMNONHUTENBHON QYHKLMOHANBbHOCTH:

Ta6n.1. TapudHble nnaHbl Ycnyru «3awmTta or DDoS-aTak (Qrator)»

HaumeHoBaHue Professional Business Corporate

TapudHoro nnaHa (Pro) (Bsns) (Corp)
Bk/toyeHa nonoca GuabTpaunmn BpeaoHOCHOro 10 r6uT/cex 50 F6uT/cek 500 r6uT/cek
(HexxenaTtenbHoro) Tpadmka, po:
BkntoyeHo Tpaduka B TapudHbIA niaH 10 M6uT/c
[apaHTMpPOBaHHasA [OCTYMHOCTb CEPBUCOB B 97% 99% 99,5%
MecsL, He MeHee
Tapuduumpyembin Tpapumk NEeruTUMHbIN

3 BXoAuT BO BCe TapM@Hble naaHbl Ycayrun (6e3 caMocToATeIbHOM TapuduKauum).

3B cnyyae ecniv paHee Ana AOCTyna K 3alMwaeMoMy CepBUCY 3aKa3umMKa MCNoNb3oBasncs npotokon HTTP.
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OnnaTta nonocbl Tpaduka CBEPX BKIOYEHHOrO
B TAapUdHbIA NN1aH, 3a Kaxabin Méut/c

TapubuuMpyeTcs AONONHUTENbHO

dunbTpaumna HTTPS ¢ ucnonb3oBaHWeEM

. BK/TIOYEHO
NpMBaTHbLIX KoYen KnneHTa
MpepocTtaBneHue ceptudukartos Let's Encrypt BKJ/THOYEHO
AKTVMBHasi MpoBepKa [OCTYMHOCTU MNOWA[0K BK/TIO4EHO
P P pocty tHan, He npenycMOTpeHO
KNMeHTa
®dunbTtpauna HTTPS 6e3  MCNONb30BaHUA BKJIIOYEHO
. He npegycMoTpeHo
NPUBATHbLIX KTHOYEN
Joctyn K API He npemycMoTpeHo BK/IOHYEHO
MpaMoe NoaKNtYeHNe B CYLLECTBYIOLWMIA CTbIK
c uH@pacTpykTypon NcnonHutensa QDC (Qrator He npegycMoTpeHo BKJ/TIOYEHO
Direct Connection)

[lononHuTebHbIE YCNYrY Professional (Pro) Business (Bsns) Corporate (Corp)
MpemoctaBnenne |P-appecos (ceepx 1 IP- Tapuduumpyetca Tapuduumnpyetca Tapuduumnpyetca
ampeca, BKIOYEHHOrO B TapudHbIi nnaH) LOMOJTHUTENbHO LOMOTHUTENbHO LOMNONIHUTENBHO
eXXeMeCa4Ho
ba3oBas 6anaHCMPOBKA OYULLEHHOrO Tpaduka
Mexxpgy |IP-agpecamu (He 6Gonee  aByx BK/1IOYEHO

ancTpmMmoB no anroputMy Round-robin)

banaHCMpPOBKA OYMLEHHOrO Tpaduka Mexay
IP-agpecamu 3aka3uymka
QLB (Qrator Load Balancing), exxemMecsa4Ho

He npenycMoOTpeHO

TapuduumMpyeTca AONONHUTENbHO

Ycnyra 3awmtbl Websockets (npokcupoBaHue | TapubuumpyeTtcsa BKIIOYEHO

TCP coepuHEHUIN), eXXEMECSYHO DONONTHUTENBHO

MoaknyeHne K MHPPaCTpyKType

McnonHutena nocpencTtBOM aHOHCA CeTeBbIX Tapuduumpyetca

He npenycMoTpeHo

npedukcoB 3aka3uumka Mo npoTokony BGP, DOMOSTHUTENBHO

e)XeMecs4yHo

MpepocTaBneHMe BbIAEIEHHONO MNopTa Ha

ob6opynoBaHun McnonHutens na Tapuduumnpyetca
PYA . A He npenycMoOTpeHo pudnumMpy

opraHusaunm BOJIC QDP (Qrator Dedicated [OMNONTHUTENbHO

Port), exxemecsiyHO

dunbrpaumnsa TPpapuKa no reo3oHam Tapunhuumnpyertcsa

P pad ’ He npepycmoTpeHo pudnumMpy
eXXeMeCsyHo LOMONTHUTENbHO

OTKazoycTonumebii DNS10, exxeMecsauyHo

TapuduumMpyeTca AOMONHUTENbHO

OTKasoycTonumBbii DNS10+, exxeMecsauyHo

TapuduumMpyeTca AOMONHUTENbHO

OTKasoycTonumebii DNS100, exxeMecsa4yHo

TapuduumMpyeTca AOMONHUTENbHO

OTKa3zoycTonumebii DNS100+

TapuduumMpyeTca AOMONHUTENbHO

3awmTta OT 6OTOB, €XeMeCsiYHO, 3a KaXabli
M6uTt/cek (pyb.)

TapUOUUMPYETCA AOMNOSTHUTE/IbHO

K3awwnpoBaHue kKoHTeHTa CDN 100, cToMMoCTb
3a 1T6anT (oo 100 T6anT BKIOYNTETBHO)

TapUOUUMPYETCA AOMNOSTHUTE/IbHO

KawwnpoBaHue KoHTeHTa CDN 100+, CTOMMOCTb
3a 1T6anT (cBbiwe 100 T6anT)

TapuduumMpyeTca AOMONHUTENbHO
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1.11.

1.12.

10 M6uT/c npenonnayeHHas nosoca Tpaduka
CBEPX BK/IIOYEHHOrO B TapUdHbIN niaH

TapubuuMpyeTCs AONONHUTENbHO

50 M6uT/c npeponnayeHHaa nonoca Tpaduka
CBEPX BKKOYEHHOrO B TapUMHbIN NaH

TapUGUUMPYETCA AOMNOSTHUTE/IbHO

100 M6uT/c NnpeponnavyeHHas noaoca Tpapuka
CBEPX BK/IKOYEHHOMO B TaPUHBIN NaH

TapUGUUMPYETCA AOMNOSTHUTE/IbHO

200 M6uT/Cc npeponnadyeHHas nonoca Tpaduka
CBEPX BKKOYEHHOrO B TapUMHbIN NaH

TapuduumMpyeTca AOMONHUTENbHO

300 M6uT/c npeponnayeHHan nonoca Tpadumka
CBEPX BKKOYEHHOrO B TapUMHbIN NaH

TapUGUUMPYETCA AOMNOSTHUTE/IbHO

400 M6uT/C npepgonnayeHHasa nosoca Tpadpuka
CBEPX BKKOYEHHOrO B TapudHbIA NaaH

TapuduumMpyeTca AOMONHUTENbHO

500 M6uT/c npeponaayeHHaa nonoca Tpadumka
CBEPX BKKOYEHHOrO B TapUMHbIN NaH

TapUGUUMPYETCA AOMNOSTHUTE/IbHO

B coctraBe VYcnyrm «3awuTta Beb-npunoxeHun (Qrator)» ocywectBnaetca 6e3 CaMOCTOATE/IbHOM

Tapudunkaymm:

aKTMBHOE CKAHWMPOBAHME CepBMCA 3aKa3uyMKa Ha Hanuyue ysa3BMMOCTEN YPOBHA MPUTOXKEHUN,
KOTOpble MOryT MPUBECTU K €r0 B3/10MY;

npenocTaBfieHne OTYeTOB 06 OBHAPYXKEHHbIX YA3BMMOCTAX YPOBHA MPUNOXKEHUI cepBMCa 3aKa3umKa
C peKoOMeHAaunaMm rno nx ycTpaHeHuio;

npepocrtasneHme ycnyrn «Virtual Patching» B OTHOWeEHMKN cepBMca 3aKasdyMkKa C aBTOMATUYECKUM
OTC/IEXMBAHMEM COCTOAHUA YA3BMMOCTM OO MOMEHTa ee YCTPaHeHMss U KOHTPO/SeM KayecTBa
YCTPaHEeHMUS YA3BMMOCTEN;

3aliMTa cepBmnca 3akasumka oT atak-nepebopa (bpyTdopc naponen 1 T.4.) - BKJKOYAETCHA MO 3anpocy
3aKa34ymnka);

oCyL,ecTBNeHNEe aKTUBHOWM NMPOBEPKM Yrpo3 U3 TpadurKa Ha CepBUCHl 3aKa3umKa;

hopMUpoBaHME NEPUOANYECKMX OTUYETOB.

Ona nogknwyeHnsa Ycnyru «3awmnTa Beb-npunoxeHnin (Qrator)» 3akasunmk QOMKeH BblbpaTh TapuUdHbIn
naaH Ha OCHOBaHMU HeOBXoaAMMON eMy PYHKLIMOHANbHOCTH:

Tabn. 2. TapudHble nnaHbl Ycnyru «3awmuTa Beb6-npunoxerHun (Qrator)»

OBHAPYXXEHUE U 3ALLUTA OT XAKEPCKUX ATAK. WEB APPLICATION FIREWALL (WAF)
TEXHOJNIOTUA SOLIDWALL

HaumeHoBaHue TapudHOro naaHa

Elementary Partner WAF Advisory Partner WAF

BknwoueHo Tpaduka B Al

3 Méut/c

Onnara rnonaochl (Tpadmka) cBepx
BKJ/TIOYEHHOI O B TapuUdHbIN nnaH
(3a 1 M6uT/C)

TapuduunpyeTca oTAeNbHO

BK/IOYEHHOE  KOMMYECTBO  3aLMLIAEMbIX 1wt
CepBUCOB

JlononHuTenbHbie YCNyru

3awuTta 1 AOMOMHMTENbHOMO  CEPBUCA, |  rapuduumMpyeTcs OTAEeNbHO TapudULMPYeTCa OTAENBHO
©XKEMECSUHO

[JononHutenbHoe NPOCTPaHCTBO ans
XpaHeHus, 3a 1 Tb exemecayHo

TapuduunpyeTca oTaeNbHO

CTOMMOCTb  AONOSIHUTENbHbLIX  YCAYr Mo
OGHApY)XeHUO M BNOKMPOBAHUIO CeTeBbIX
aTak (Professional Services WAF),
€)XXEMECSYHO (24u)

TapuduunpyeTca oTaeNbHO
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1.13.

1.14.

1.15.

1.16.

2.1.

ycnyru
noanepIKKu,

pacWwnpeHHoON

TeXHUYECKOM
OKa3blBaeMble npwu

NOAK/IIOYEHUN HOBbIX CEPBMCOB 3aKa3umka
(Professional Services WAF)

TapubuumMpyeTcs oTaeNbHO

TexHuuyeckme xapaktepuctnkm Obnaka MapTtHepa:

6onee 1000 r6uT/C NaCCMBHOM MOMOCHI NMPOMYCKaHMA - AeTepMUHUPOBaHHaa obpaboTka IP-nakeTos
6e3 yctaHoBneHunsa TCP-coeguHeHus;
6onee 500 TI6MT/C aKTMBHOM MONOCHI
obpabaTbiBaeTCa U aHaNu3npyeTcs;

<5% NOXHbIX cpabaTbiBaHMI B NpoLecce oTpaxkeHna DDoS-aTaku;

BpeMsa 0by4yeHMs ceTU OT MOMEHTa MOAK/IOYEHMS HOBOro 3aka3ymka - MeHee 2 4acoB:

B 33% Criy4yaes - 40 4 MUHYT;

B 60% cny4yaes - oT 5 MMHYT 0o 1 yaca;

BpeMsa cTapTa GunbTpauMmn aTakn Ha «obyyeHHOM» Tpapuke — B 80% cnyyaeB 40 2 MMHYT OT Hayana
aTaku;

nobaBneHHOe BpeMs 3a4ePXKKU MpUM MPOKCMpoBaHMM Tpadmka - ot 0 mo 100 mc. B cnyvae
npokcmpoBaHmna HTTP-Tpadurka B CMTy UCNONb30BaHMsA persistent HTTP-coeaAMHEHMN C 3aMLL,aeMbIM
CepBUCOM BO3MOXEH MPUPOCT CKOPOCTU paboTbl 3alMLLAEMOrO CePBUCa;

onuMoHanbHas 6anaHCMPOBKA OYMLLEHHOro TpaduKka Mexay 3K3eMniapaMu cepeuca 3akasuymka Ha
OCHOBE anropmTMoOB: primary-backup, round-robin, iphash, a TakXke B PMKCMPOBAHHbIX MPONOPLMUSAX;
KONMYECTBO 3alLMLLAaEMbIX CEPBMCOB 3aKa3uyMKa - HEOrPaHMYEHHO.

nponyckaHmsa - Kaxpoe Bsxogawee TCP-coeguHeHue

Ona nogknoyeHns K Ycayre 3akasunmky HeobxoamMo CaMOCTOATEbHO:

M3MeHUTb A-3annCb, COOTBETCTBYIOLYID OMEHHOMY MMEHW 3alLMLAEeMOoro cepeuca, B cBoe DNS-
30He, YTOObl OHA YKa3blBasia Ha BbloeNeHHbIn 3ToMy cepBUCy IP-agpec B O6nake MapTHepa (Qrator-
IP), ANS OTKNOYEeHMa HeO6XOAMMO BbINOHUTL 0BpaTHOE AelCTBUE;

HacTpouTb MexceteBor 3KkpaH (firewall) ona 3anpeta xoxpeHus Tpaduka Ha IP-agpec 3aWmLLaemMoro
pecypca c ntobbix BHELWHNX aApecoB, Kpome y3/10B MNapTHepa;

HaCTPOUTb CepTUDMKATLI 019 OUYUCTKU WUPPOBAHHOro Tpaduka.

Ycnyru OoCTynHbl Kak AN1s CepBMCOB 3akasumka, QyHKuMoHupylowmx B O6nake Cloud.ru, Tak 1 B
CTOPOHHEN MHPPaCTpyKType.

Monb3yacb YcnyramMu, 3akasuyuMk NMOATBEPXKOAeT, YTO OOMEHHble MMEHa, ANA KOTOPbIX MOAK/YalTCa
Ycnyru, npuHagne)at eMy Ha 3aKOHHOM OCHOBaHUM, NMMBO OH OeNCTBYET OT MMEHU U MO MOPYyYEHUIo
3aKOHHbIX B/lafesbLeB 3TUX AOMEHHbIX UMEH.

2. BA3BOAS ®YHKLUMOHANbHOCTb U METPUKWN YCITYTH

DOYHKLNOHANbHOCTb U METPUKM YCNyr npenctaBneHbl B Tabnmuax 3 un 4.

Tabn. 3. MapaMeTpbl NpenocTaBnaemMbix Ycnyr

HauMeHoBaHue Tapuduumpyembie
XapakTePUCTUKU U METPUKMU [lonycTuMbie 3HayeHus
Ycnyru euHULbI
ABoHeHTCKasa niaTa no Tapuo Professional, Business,
Tapugd POY | corporate
3awmwaembiit ceppuc| LAOMOMHUTENbHbIN Qrator-1P ot 1 n 6onee
JleruTuMHbIn - TpadukK  CBEPX ot 1 M6uT/C
BKJTIOYEHHOrO B Tapud
MpeponnayeHHan nonoca 10, 50, 100, 200, 300, 400, 500
. cBepx Tapuda M6ut/c
JlerutumMHbIN Tpaduk
3awmTta oT 60TOB ot 1 Méut/c
3awura o DDo5- MpenonnaienHas nonoca | 10, 50, 100, 200, 300, 400, 500
aTak (Qrator) 3awWmnThl OT 60TOB M6éuTt/c
PunbTpauus HTTPS Ges Tonbko Ha Tapudax Business,
MCNONb30BaHMSA NPUBATHbIX
. Corporate
KNouen
onumm 3awuTa WebSocket
NOAKMIOYEHNS (npokcmpoBaHue TCP | Ha Bcex Tapudax
coeguHeHumn)
gggKnmqume Mo MPOTOKONY | 15nbK0 Ha Tapude Corporate
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Mpamoe nogkn4yeHne B
CYLWEeCTBY LM CTbIK d
MHPPACTPYKTYpPOM
Mcnonuntena QDC  (Qrator
Direct Connection)

BblaeneHHbIN nopt Ha
o6opynoBaHUK

dunbTpauns TPaguka no Tonbko Ha Tapude Corporate

reo3oHam

[lononHuTenbHble AKTMBHas npoeepka

onuuu fpocTynHocT NNOWANOK | Tonpko Ha Tapudax Business,
3aka3uuka Corporate
LOoctyn K API

5 He 6onee gByx ancTpMMmoB Mo Ha Bcex Tapndax

anamcnpoBKa anroputMy Round-robin
OYULLEHHOTO

Tpaduka mexay IP- Tonbko Ha Tapudax Business,

Qrator Load Balancing

agpecamu Corporate
OTKa30yCTOMUMBLIN | OtkasoycToiMuMBbIi DNS DNS10, ~ DNS10+,  DNS100,
DNS DNS100+
Tapud ABOHEeHTCKas nnaTa no Tapuoy Elementary, Advisory
3awmTa BeG- 3awmLaeMblit cepBic LOONONHUTENbHbIN CEPBUC ot 1 u 6onee

npunoxeHui (Qrator) JNlerTUMHbIN  TpadUK  CBepx

NernTUMHbIN TPAadUK | prnoyenHOro B Tapud ot 1 M6ur/c

Tabn. 4. MapameTpbl ycnyru «3awmta Be6-npunoxkeHnin (Qrator)»

HaumeHoBaHue ycnyr Elementary Partner WAF Advisory Partner WAF

OnucaHme ycnyr no o6Hapy>XeHuio 1 610KMPOBaHMIO CETEBBIX aTak,
BKJIIOYEHHbIX B TapU(HbIA nnaH

bnokupoBaHue aTak bnokupyloTca oTaeNibHble BPeAOHOCHbIE 3arpochl N OTBETbI
BO3MOXHble  Cnocobbl ATaku BbiIBASKOTCA CNeayWwmMMn ATaKu BbIIBNAOTCA Cnefylwmmm cnocobamm:
ob6Hapy)keHnsa aTak cnocobamu: BbisiBNeHMe aTak Ha ypoBHe napamMeTtpoB HTTP

BbiiBneHne atak Ha YypOBHe npoTokona

napamerpos HTTP npoTtokona BbisiBneHue NPU3HaKoB aTak BHYTPU
BHYTPM 3anpocoB 1 OTBETOB BIOXKEHHbIX [aHHbIX, MNepefaBaeMblX KakK B
BbisBneHne  npuM3HaKoB  aTak 3anpocax, Tak u B oTBeTax

BHYTpU B/TOXXEHHbIX OaHHbIX BbisBNneHMe nNpuM3HAKOB aTak Ha YpPOBHe

nepepaBaeMbIX B 3anpocax OTAENbHbIX NIOrMYECKUX LEeNCTBUN B
BoisBneHve nepebopHbIX  aTak NPUNOXEHUN C BO3MOXXHOCTbIO (BK/TKOYAeTCs No
(BKNHOYAETCA MO 3anpocy, eanHbie 3anpocy, HacTpauBaeTca B paMKax
HACTPOWMKMU ans BCEro LOMONTHUTENbHBIX YCIYrM MO OBGHAPYXEHUIO U
NMPUNOXKEHMUA) 610KMPOBAHMUIO CETEBbIX aTak).

BbiABNeHME aTak Ha YPOBHE OTAE/NbHbIX CECCUI
nonb3oBaTesiell U KOHTPONb aBTOpM3aLmMu ana
pecypcoB C HU3KOMN 7 cpenHen
Harpy>KeHHOCTbO (BK/KOYaeTCca no 3anpocy,
HacTpamBaeTCcs B pPaMKax [OMNONHUTENbHbIX
yCnyru no o6HapyXeHU WU BGNOKMPOBAHUIO
CeTeBbIX aTak).

BoiaBneHne nepebOpHbIX aTtak Ha YPOBHe
OTAENbHbIX TOrMYECKUX AeNCTBUI (BKIOYaeTCs
no 3anpocy, HacTpavMBaeTcs B paMKax
DOMOMIHUTENbHBIX YC/TYrM MO OBHAPYXEHUIO U
610KMPOBAHUIO CETEBbLIX aTak).

BoiaBneHne 60T-aKTMBHOCTW (BK/OYaeTcs Mo
3anpocy, HacTpauMBaeTcs B paMkax
LOMOSIHUTENbHBIX YCNYrM MO OBHAPYXEHUID U
6/10KMPOBAHMIO CETEBBIX aTakK)

XpaHeHne AaHHbIX CoxpaHawTca cobbiTuA CoxpaHawTca crepylolme aaHHble:
6e30nacHoOCTH, a TaKxe cobbiTKa 6e30nacHOCTy,
BPEe[OoHOCHbIE 3anpocChl U OTBETHI BPEeAOHOCHbIE 3anpocChl U OTBETHI
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NEeruTUMHbIE 3anpocbl M OTBETbl B paMkKax
npuo6peTeHHOro o6beMa XpaHunmLwa

BaXXHble JlOrMYyeckne [encTBua (OrpaHMYeHo
npuobpeTeHHbIM o6beMoM XpaHunuuwa,
BK/IlOYAeTCs MO 3anpocy, HacTpauBaeTcs B
pamkax LOMOJTHUTENbHbIX ycnyrm no
06HapYy)KeHMI0 1 6TOKMPOBAHUIO CETEBBIX aTak)

hoctyn K uHTepdency
ynpasneHus SolidWall
WAF

[octyn K NMYHOMY KabuHeTty C

6a30BbIM dYHKUMOHANOM.
MoapepXxmnBarTca cnepywoowue
GyHKUMK:

Oawb6opabl MOHUTOPUHIra
OTo6paxeHue cobblTni
6e30nacHOCTM C  MOAAEPXXKOM
rpynnuMpoBKOW

OT06paxeHue KypHana

3a6/10KMPOBAHHbIX TPAH3aKUMM

LocTyn K NMYHOMY KabWHeTy C pacliMpeHHbIM
GyHKUMOHANOM. MopaepxuBarTca
cnepyowme GyHKUUKU:

Oaw6opabl MOHUTOPUHTA

OTob6paxeHne cobbiTu  6e30nacHOCTM  C
NOAAEPXKKOW rPynnMpOBKON

OTobpaxeHne >KypHana 3a610KMPOBAHHbIX
TpaH3aKuui

BO3MOXHOCTb BKJIKOUEHUSA/ BbIK/TI0YEHUSA

3aLUNTbI M MOAABNEHUS NTOXHbIX CpabaTbiBaHWUN.

MpepocTtaBneHne He npepycMoTpeHo B Tapude MpepocTaBnaeTCcs BO3MOXHOCTb MHTErpauum ¢

BO3MOXXHOCTHU MCNONb30BaHMEM MexaHu3dmoB SYSLOG wnu

mHTerpauum SolidWall REST API (BknroyaeTcsa no 3anpocy)

WAF C BHeWwHumu

cmcTtemamu

MpepocTtaBneHue MpepocTaBnaTCa cnepyoowpe MpepocTaBnaTCa cepyrowme Buabl OTYETOB:

aBTOMAaTU3NPOBAHHbIX BUAObl OTYETOB: PerynapHble aBTOMaTU3MPOBaHHbIE  OT4YETbHI

OTYeTOoB PerynsapHble (HacTpamBarTCa NO 3anpocy)
aBTOMaTU3UPOBAHHbIE OTYeTbl OpHOKpaTHble aBTOMaTU3UMPOBAHHblE OTYETbl

(HacTpamBarTCa NO 3anpocy)
OOHOKpaTHble
aBTOMAaTU3UPOBAHHbIE oTYeTbI
(NpepocCTaBnaTCa Mo 3anpocy)

(NpepocTaBnaTCa Mo 3anpocy)

KoHcynbTUpoBaHue
KnneHtoB no
BOMpocam
ucnonb3oBaHusa Ycnyr
WAF

KoHcynbTpoBaHue KnneHTOB Mo
cnegylowuM Bonpocam:

NCMNo/Ib30BaHMe 6asoBoro
dYyHKUMOHANa MMYHOro KabuHeTa
pa3bACHEeHUA no

3a6N10KMPOBAHHBLIM 3anpocaMm.

KoHCcynbTMpoBaHMe KNMEHTOB MO Clefyrwmum
BOMpoOCaM:
Mcrnonb3oBaHue
NNYHOro KabuHeTa
pa3bACHeHUA No 3a6/10KMPOBAHHBIM 3aMpocam.
MHTErpaumMsa C BHEWHMMM CUCTEMAMU C
MCNOoNb30BaHMEM MexaHu3MoB SYSLOG wunu
REST API

6a3oBoro dyHKUMOHaANa

ycnyru 6a3oBom Mpwn NOAK/THYEHUN Mpwn NoaKAKYEHUN OCYLEeCTBNAKTCA
TeXHUYeCKomn oCylLLecTBAsATCA cnepywowme cnefylolwmne  HacTPoOMKKM  (BbIMOIHAKTCA  C
NoanEePIKKK, HacTpoOMKM  (BbIMONHAKTCA  C NPUMEHEHMEM MALIMHHOIO obyyeHua):
OKa3sblBaeMble npu NPUMEHEHUEM MaLWWHHOIO HacTpoiika napaMeTpoB NPOTOKO/a
NMOAKMOYEHNN  HOBbIX obyueHus): MopaBneHune NoXHbIX cpabaTbiBaHUM
KnneHtoB HacTtpownka rnapamMeTpoB OunbTpaunsa CTaTUYECKUX PECYPCOB
npoTokona FnobanbHas HacTpoMKa Moayns
MopaBneHue JTOXKHbIX NPOTUBOAENCTBMA MNepebopHbIM atakaMm (no
cpabaTbiBaHUM 3anpocy)
dunbTpauus CTaTUYECKUX ABTOMaTU3NPOBAHHAA pa3MeTKa JIOrMYECcKmUx
pecypcoB nencteuim (B Uenax nopaB/ieHUSA  JIOXKHbIX
FnobanbHaa HacTporka Mopynsa cpabaTbiBaHMI)
NPOTUBOAENCTBMA  NepeBopHbIM Fno6anbHas HACcTpoOMKa MOAyNsa KOHTpoONsd
aTakam (no 3anpocy) Ceccui u 3awmTbl OT aTak Ha aBTopu3aumio (no
3anpocy M ecnn He MpeBbllleHa AonycTuMas
Harpyska)
Yenyru 6a3oBou MonnepxxaHne paboTocnocobHOCTM U yCTpaHeHMe ownbok B paboTe SolidWall WAF B
TEXHUYECKOM MHOPaACTPYKType 3aKa3umKa;
noAanepIKKN, O6HoBneHue Bepcuin SolidWall WAF B MHdpacTpykType 3aKa3uuka;
OKa3blBaeMble B npepocTaBfeHne 3akasuymky AocTyna K uHtepdency ynpasnexdusa SolidWall WAF pnsa
npouecce OCYWECTBIEHUST MM CaMOCTOSTENIbHOM  HACTPOMKKM, @  TakKXKe  KOHTpons
aKCnayaTauum pa6otocnoco6HocTu SolidWall WAF;

SolidWall WAF

npefocTaBieHne 3aKa3umKy BO3MOXHOCTM uHTerpaumm SolidWall WAF ¢ BHeWHUMH
MHOOPMALUMOHHBIMM  CUCTEMAMW  O/1  OCYLLECTBNEHMA WM CaMOCTOATENbHOM
HaCTPOMKMU, a Tak)Ke KOHTponsa paboTtocnocobHocTn SolidWall WAF;

KOHCynbTMpOBaHMe 3aka3unka no BONpocaM u agMUHUCTpupoBaHusa «SolidWall WAF»

[lononHuTenbHbiE YCNYru no 06Hapy)KeHmo u GHOKMDOBBHMIO ceTeBbiX aTakK

(Professional Services WAF)

Ycnyrn pacwmpeHHom
TEXHUYECKOM
NnoanepPIKKK,
OKa3biBaembie npu

ToHKaA pyyHas HACTPOMKA MeXaHW3MOB 3alMTbl MO OCO6EHHOCTU MPUIOXKEHUN
KnueHTa, B TOM UncC/ie, KOPPEKTUPOBKA PE3Y/1bTaTOB MALLUMHHOMO 06yYeHus.
MpoaKTUBHOE  pearMpoBaHMe Ha  KPUTUYHble  cobbiTUA  UHGDOPMAaLMOHHOMN
6€30MacHOCTM Ha OCHOBE COrIAaCoOBAHHbIX C 3aKa34YMKOM CLIEHapueB.

CtpaHuua 7 13 8




3.1.
3.2.

4.1.

5.1.

5.1.1.
5.1.2.

5.2.

5.2.1.

5.3.

5.3.1.

NMOAK/OYEHUN  HOBBIX Mepuopmyecknin aHanms (ayamt) cobbiTuil MHGOPMALMOHHON 6e30MacHOCTU C Leblo
CepBMCOB 3aKa3umka c60pa CTaTUCTUKK M aHaIN3a MeHee KPUTUYHBIX COBbITUI.

TexHn4yeckoe paccnefoBaHne NHUMAEHTOB MHDOPMaLMOHHOM 6e30nacHOCTw.
Pa3paboTka aHaIMTUYECKUX OTYETOB.

M3meHeHne ¢yHKuMoHanbHocTM SolidWall WAF (popMbl OTYETHOCTU, M3MEHEHME
cueHapueB paboTbl C MO/Ib30BATENIbCKUM UHTEPGhENCOM).

MHTerpaumsa co CTOPOHHMMM cpeacTBaMu 3akasumka (SIEM, «TUKETHble» CUCTEMbI,
CMC-uHpopMUpOBaHME 1 T.N).

AHanM3 3alWMLEHHOCTM CEPBUCOB 3aka3uuka (TeECTMPOBAHME Ha MPOHUMKHOBEHME,
aHanu3 UCXOAHOro Koaa).

KoHcynbTUpoBaHMe 3aka3umka no o6LmMM BONpoCcaM 3alumTbl BE6-NPUTOXKEHUIA, B TOM
yucne - No nNpakTMkam 6e30MacHOro KogMpoBaHus

3. TAPUOUKALINA YCNIYTU

Cratnueckas Tapudukauyma (Allocation).

Pa3smep abOHEHTCKOM NNaTbl ABNAETCA GUKCMPOBAHHbLIM U HE 3aBMCUT OT NPOAO/IKUTENbHOCTU OKasaHma
YyCNyr B pacyeTHOM nepuoge.

4. OIrPAHUYEHUA

TexHu4YecKme acnekTbl paboTbl cUCTEMbI HUAbTPaLUKM TpaduKa, 3a HecobnoaeHne KOTopbix McnonHutenb
He OTBeYyaeT, W MpPW HecobMoOeHMM KOTOPbIX MCMNOMHUTENb He MOXeT rapaHTMpoBaTb obecnevyeHue
3a8B/IEHHOr0 YPOBHA KayecTsa ycayr no ounbrpauumn tpaduxa:

Ona uenen ounbTpaunm Tpaduka npeanonaraeTcs, YTo AaHHble U3 ceTU MIHTepHEeT nepenatnTca He
HenoCpeAcCTBEHHO Ha |IP-agpec cepBepa WMNM BUPTYanbHOM MalUMHblI 3aka3uymMKka, a Ha agpec,
nmerowmnn FQDN cepBepa Ui BUPTYasibHOW MalUMHblI 3aKa34umnKa;

B C/ydae, ecnv cepBep WM BUPTyanbHaa MallMHa 3akasuymka, ansa obecrnevyeHus cTabuibHOCTU U
6ecnepeboMHOCTM pPabOTbl KOTOPOro MOAK/YEHbl YCAyrM no @unbTpaummn Tpaduka, 6ynet
cnocobeH NpUHMMaTL BXooawmn Tpaduk oT Nobbix cepBepoB B ceT MHTepHeT, NcnonHuTenb He
MOXeT rapaHTMpoBaTb OKasaHue ycayru no GpunbTpaumm Tpadmka B 3anpaliMpaeMoM obbeMe fo
MOMEeHTa NonHoro obHoeneHns DNS-3anuncert 06 agpecax CepBepoB 3alMLLaeMbIX JOMEHOB BO BCEM
cetn NHTepHerT;

019 UCKNI0YeHUsa cuTyaumm obpaboTkm cepBepoM 3aka3umKa BPeLOHOCHOro BXOAALWero Tpadmka Ha
cepBepe WM B TeHaHTe 3aKa3umKa AOJ/IKEeH ObiTb BK/IKYUYEH WM Pa3sBEpPHYT MEXCeTeBOW 3KpaH
(firewall), 6nokupylowmin nobom BXoaaWMM TpaPuk, KpoMe BXOAALWEro TpadmKa C KOHKPETHOro
cepsepa NcnonHutens;*

ONA  CHUXXEHMA KONM4YecTBa BPEOOHOCHOro Tpaduka, O6/OKMPYEMOro ME)XCETEBbIM 3KpPaHOM
(firewall) 3aka3uymka, a COOTBETCTBEHHO, 019 CHUXXEHMS HArpysKu Ha CepBep WAN BUPTYaA/bHYHO
MalWHY 3aKasuuka, 3akasumk o06s3aH NpeanpuHATb Mepbl MO COKPbLITUID (HepasrnaweHuto)
paxkTuyeckmx I|P-agpecoB cepBepoOB UM BUPTyasibHbIX MalWH, ON19 KOTOPbIX OCYLIECTBNSETCA
GunbTpaumsa Tpaduka.

5. MHbIE YC/TOBUSA, MPUMEHUMDIE K YCNTYTAM

BO3MOXKHble BUObI NOAK/TKOYEHUS [ UBMEHEHUS [ OTKIKOUYEHUS YCnyr:
[MocpencTsoM NoanncaHmMsa 3akasa;
MocpencTBOM COBEpPLUEHMSA OeNCTBUIM B JIMYHOM KabuHeTe.

BO3MOXHbI NOPSAAOK PacyéToB No Ycayram:
MoctonnaTa.

BO3MOXHble cnocobbl onnaTtbl / NOPSAOK NONONMHEHMs banaHca:
OnnaTa B 6€3HaIMYHOM NOPALAKE HA OCHOBAHMM BbICTaBNEHHOro MIcnonHuTeneM cyéTa.

4 B c/iyyae 3awuTbl BUPTYanbHOW MallWHbI, pa3MewaeMon B TeHaHTe 3aka3umka Ha 6aze MHOpacTpyKTypbl, B KauyeCcTBe COOTBETCTBYHOLLEro
MexceTeBoro akpaHa (firewall) MoXeT 6bITb MUCNONb30BaH M COOTBETCTBYIOWMM 06pa3oM HacTpoeH Edge Gateway.
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